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3.1. JBoss Fuse
JBoss Fuse is the open source Enterprise Service Bus with an elastic footprint that widely used by organizations in supporting mission critical integration across rich connectivity  (such as JDBC, FTP/SFTP, HTTP etc) and open standards (such as Ajax, SOAP, REST, JMS etc). 

Its elastic architecture and integration tool-sets extends real-time intelligent integration to all facets of an enterprise. This enables organizations such as MAMPU to provide better products and services to its customers. Included as part of JBoss Fuse is the JBoss A-MQ, which is a high-performance message broker that can be used by client program written in different languages (such as Java, .Net, C etc) to exchange data reliably in an asynchronous and synchronous fashion. Both JBoss Fuse and its underlying JBoss A-MQ will serves as the core integration and messaging layer to both internal applications and external agencies for MAMPU. 

JBoss Fuse is a robust integration platform that is easy to extend, easy to manage, easy to maintain and is backed by the leader in enterprise open source software. 
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JBoss Fuse Overview
Based on overview above, the functional components of JBoss Fuse include:
· Container – the foundation of JBoss Fuse is a container, which supports the notion of additional containers, to give you a choice of container features and size. This layer is based on Apache Karaf and is enhanced by Fabric which simplifies the management of large numbers of distributed containers.
· Web Services Framework – you can turn any application or system into a service for inclusion into your service-based architecture.  Service enablement technology is based on Apache CXF.
· Integration Framework – you can use a standard method of notation and a high-level domain-specific language to implementation with minimal coding. This layer is based on Apache Camel.
· Orchestration Framework – JBoss Fuse can support BPEL based workflow using Switchyard component
· Reliable Messaging – JBoss Fuse includes a fast, standards-based message broker that deploys with a very small footprint. The messaging layer is based on Apache ActiveMQ, also known as JBoss A-MQ in Red Hat offerings. The following are key features of JBoss A-MQ:
· Small footprint, high performant message broker

· Multi-protocol support – JMS 1.1, TCP, SSL, UDP, STOMP, NMS, MQTT,  and AMQP 1.0 (tech preview)
· Support native language clients  - Java, C, C++, .Net
· Plug-gable architecture allow protocols and features to be added or customized
· Development and Tooling – JBoss Fuse is supported by tooling to help you with development (JBoss Developer Studio, which includes Fuse IDE).
· Management and Monitoring – production environments are supported by Fabric Management Console for management and JBoss Operations Network for monitoring of your JBoss infrastructure.
JBoss BPM Suite is the in-memory caching solution to address the potential bottleneck MAMPU may face with their traditional back-end data stores, especially when data (such as patient records, policy information, and customer data) is consistently growing and being accessed very frequently in MAMPU integration ecosystem. JBoss Data Grid is a mature and widely deployed distributed in-memory data grid that is used to store large set of data across distributed application over a network, therefore significantly improve the performance and scaling for web applications. JBoss Data Grid also supports multiple protocols therefore can be used by client program written in different languages (such as Java, .Net, C etc) to store and retrieve data reliably.

The following highlights the key capabilities of the proposed solution for MAMPU:-

3.1.1 Integration Capabilities
JBoss Fuse’s Integration Capabilities will enable MAMPU to integrate with its backend systems, including internal applications and databases, as well as external sources such as hospitals and banks via proven best practices based on Enterprise Integration Patterns (EIPs). Built on open standards, JBoss Fuse includes Apache Camel, which is an implementation framework for the most commonly used Enterprise Integration Patterns are shown below
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Examples of Enterprise Integration Patterns
JBoss Fuse supports extensive connectivity (over 120 endpoints, URI, components show below) to integrate data and applications with its disparate back-end systems efficiently.
 SHAPE 



Endpoints, URI, Components provided by JBoss Fuse

It also has a built-in type-converter mechanism and provides over 150 converters. This mechanism enables JBoss Fuse's routing and integration service to easily adapt many protocols, and it also eliminates the need to configure type-converter rules. If you need to convert unsupported types, you can create your own type converter.
3.1.2 Mediation, Transformation and Scalability
Based on MAMPU’s business and integration requirements with its backend systems and external business partners such as banks and hospitals upon receiving a request from its member, it is critical for MAMPU to have a Scalable Data Mediation Platform embedded with utility services necessary to perform tasks such as Data Transformation which is necessary when interfacing with various parties involved in the transaction. The Enterprise Service Bus (ESB) is a perfect fit to be this platform.
An ESB is typically defined by the list of services it provides. Services commonly included are:

· Transport mediation—not all applications and services that need to be integrated use HTTP or JMS.

· Dynamic message transformation—not all services use SOAP and are unlikely to require the same message structures.

· Intelligent routing—not all messages emanating from a source are intended for the same destination. The target destination will likely depend on some criteria inherent in the message.

· Security—only authorized and authenticated users need have administrative access to the JBoss Fuse runtime; services and brokers that handle sensitive information may restrict access to unauthorized or unauthenticated clients only; similarly, messages that contain sensitive information may be encrypted as they transit their routes.

With JBoss Fuse, MAMPU is able to be provisioned with more than the above with the reduction of complexity and elimination of vendor lock-in because it is standards-based and  built using best-of-breed, open source technology. Based on Apache Camel, JBoss Fuse's embedded routing and integration service is a framework for building integration and routing solutions using enterprise integration patterns (EIPs). Using its routing and integration service, routes can quickly be defined and implemented. A route defines an integration path or a mediation between endpoints—between an input source (consumer) and one or more output destinations (producers) as shown in the diagram below. 
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An example of a simple Apache Camel Route
While data is being mediated between endpoints, it can be manipulated using enterprise integration patterns or custom processors such that the data arrives at each target destination in the format each requires.
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Message Translator Pattern (An Example of EIP)

For example, the message translator pattern, shown in figure above, describes a component that modifies the contents of a message, translating it to a different format. This is one of the fundamental utility services within an Enterprise Service Bus (ESB) which, in JBoss’s case, refers to JBoss Fuse. 
The org.apache.camel.builder.xml.XPathBuilder class enables the evaluation of XPath expressions independently of an exchange. That is, if an XML fragment is receieved from any source,  XPathBuilder can be used to evaluate an XPath expression on the XML fragment.  Additionally, the Xquery language enables parts of the current message to be selected, when the message is in XML format. XQuery is a superset of the XPath language; hence, any valid XPath expression is also a valid XQuery expression.
Upon receiving the XML fragment, any of the following approach can be used to perform the translation:

· Apache Camel's bean integration -  enables you to call a method on any registered bean

· Explicit Processor Instance - A processor is a command you can insert into a routing rule to perform arbitrary processing of messages that flow through the rule. 

· Domain Specific Language (DSL) -  to explicitly configure the transformation

· Templating - to consume a message from one destination, transform it with something like Velocity in EIP Component Reference or XQuery 
After translation, the new format will be routed to the destination or next endpoint. JBoss Fuse's routing and integration service provides two DSLs—one based on Java and one based on XML—which you can use to specify routing rules. The DSLs contain methods named after the EIPs described in Enterprise Integration Patterns—Designing, Building, and Deploying Messaging Solutions (Hohpe and Woolf).

For complex messaging scenarios, it is often needed to implement message routing and mediation logic. JBoss Fuse's messaging service (ie. JBoss A-MQ) allows you to deploy routes using any of the EIPs,, supplied by Apache Camel, directly into a broker instance. Deploying routes in the broker enables optimization of performance by using the VM transport for routing messages between JMS destinations and to limit the number of artifacts needed to be deployed and managed.

JBoss Fuse can also be scaled to support complex mediation across disparate systems (as shown below) located in various geographical locations which is detailed in the subsequent section.
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An example of a more complex Apache Camel Route
3.1.3 Lightweight, High Performance ESB
To be able to handle MAMPU’s expected high volume transactions, scalability and growth, it is important for the Enterprise Wide Integration Platform to be lightweight and easily scalable with flexible deployment options for high performance. Many ESB solutions are designed to be deployed into application servers, other heavy weight containers, or proprietary runtime environments. Though these solutions support distributed computing, they also contribute to vendor lock-in. Ideally, an ESB solution should have flexible deployment requirements, so it can be distributed throughout an enterprise.

JBoss Fuse kernel layer is based on Apache Karaf, an OSGi-based runtime that provides a lightweight container into which you can deploy various components and applications simplifying componentization of applications. The kernel layer interacts with the Services layer to set up, coordinate, and manage logging, and security; and to manage transactions on a per service basis. It also interacts with the Service layer to set up message broker Instances.
The kernel layer provides dependency-injection frameworks which facilitate deploying new OSGi applications and updating existing ones dynamically. For example, Blueprint, an OSGi specification, is optimized for the OSGi container. It enables the definitions of Camel routes, JMS endpoints, Web service endpoints and OSGi services using XML syntax. OSGi is similar to the Spring framework, but more lightweight.

From a scalability for high performance perspective, JBoss Fuse incorporates Fuse Fabric to enable the creation of clusters of containers called fabrics. Containers in a fabric can capitalize on the fabric's ability provide load balancing of routes and Web services among the containers in a fabric to handle high throughput. All of the brokers in a fabric are managed by a distributed Fabric Ensemble that stores runtime and configuration information for all of the containers in the fabric. More details of Fabric are provided in the Scalability Solution Section.

Using JBoss Fuse's messaging service, based on Apache ActiveMQ, JMS message brokers and clients can be created and then deploy them as OSGi bundles. In a scalable high-performance messaging system, multiple brokers can concurrently process a large volume of messages for a large number of concurrently connected clients. Broker applications can be scaled up to provide connectivity for thousands of concurrent client connections and many more destinations via any of the following approaches:

· Horizontal scaling

Create networks of brokers to vastly increase the number of brokers and potentially the number of producers and consumers.

· Vertical scaling

Enable individual brokers to handle more connections—for example (when possible), use embedded brokers and VM transports, transactions, nonpersistent messages with the failover transport set to cache asynchronous messages; allocate additional memory; tune communication protocol; 
optimize the transport layer.

As observed from above, JBoss Fuse's messaging service provides means for avoiding bottlenecks caused by large messages and for scheduling message dispatches.
3.1.4 Web Service Consumption and Provision
Web Services integration support, being a widely adopted integration approach due to its technology agnostic nature, is required to be embedded within the Integration Platform as MAMPU needs to be able to consume them when interfacing with its disparate backend system and its external business partners especially financial institutions, hospitals etc. during business transactions and, vice versa, provide them so that business partners can interface and perform business transcations with it. JBoss Fuse's embedded Web and RESTful services framework is based on Apache CXF. They can provide MAMPU with a small footprint engine for creating reusable web services and for service-enabling new and legacy applications as part of an integration solution. These services can speak a variety of protocols such as SOAP, XML/HTTP, RESTful HTTP, or CORBA and work over a variety of transports such as HTTP, JMS or JBI. 
CXF implements the JAX-WS APIs which make building web services easy. JAX-WS encompasses many different areas:

· Generating WSDL from Java classes and generating Java classes from WSDL
· Provider API which allows you to create simple messaging receiving server endpoints
· Dispatch API which allows you to send raw XML messages to server endpoints

· Much more (more details will be provided in the Product Documentations)

The JAX-WS APIs provides the flexibility to let you bypass the WSDL contract when developing services. You can start developing your services from a piece of Java code. The code might be a class, or classes, from a legacy application that is being upgraded. It can also be a class that is currently used as part of a non-distributed application and it implements features that you want to use in a distributed manner. You annotate the Java code and generate a WSDL document from the annotated code. If you do not want to work with WSDL at all, you can create the entire application without ever generating WSDL.

There are many instances where you have Java code that already implements a set of functionality that is to be exposed as part of a service oriented application. Using JAX-WS annotations, you can add the information required to service enable a Java class. You can also create a Service Endpoint Interface (SEI) that can be used in place of a WSDL contract. 
The SEI is the piece of Java code that is shared between a service implementation and the consumers that make requests on that service. The SEI defines the methods implemented by the service and provides details about how the service will be exposed as an endpoint. There are two basic patterns for creating an SEI:

· Green field development — In this pattern, you are developing a new service without any existing Java code or WSDL. It is best to start by creating the SEI. You can then distribute the SEI to any developers that are responsible for implementing the service providers and consumers that use the SEI. The recommended way to do green field service development is to start by creating a WSDL contract that defines the service and its interfaces.

· Service enablement — In this pattern, you typically have an existing set of functionality that is implemented as a Java class, and you want to service enable it. 
If a WSDL contract is required, Apache CXF provides tools to generate a contract from annotated Java code.  When a WSDL contract is available or provided, the starting point code for the consumer can generated from the contract itself  without coding manually as  the WSDL contract defines the operations,  messages, and transport details of the service on which a consumer makes requests. The functionality required by the consumer will be added to the generated code easing the work of the developer and, in turn, helping to shorten development time.

3.1.5 High Performance Messaging
To handle MAMPU huge transaction volume, expected high throughput and better customer experience requirements, there is a need to categorize business transactions between synchronized and asynchronized in its solution design, which is in tune with MAMPU requirements, as not all business transactions are required to be synchronized. Asynchronized communications usually provide better customer experiences due to fast response time as the customers need not wait for all the integration tasks to complete before receiving a response. Additionally, it is important to understand which messages are required to ensure delivery when the Integration Platform is mediating the data across MAMPU’s internal system and external business partners so that they are not lost and are dispatched to the required parties. A messaging solution is best suited to perform such tasks. JBoss Fuse's embedded messaging service is based on Apache ActiveMQ a.k.a JBoss A-MQ - the name of the JBoss Enterprise Messaging Product. JBoss A-MQ is a flexible, high-performance messaging platform that delivers information reliably, enabling real-time integration and response. Using various messaging patterns to support real-time messaging, it integrates application, endpoints, and devices quickly and efficiently. It also supports JMS 1.1, TCP, SSL, UDP, STOMP, NMS, MQTT, and AMQP 1.0 (tech preview) as shown in the diagram below.
[image: image4.png]ws|
Notiication

Connectors

Network Services
DR
Clustering

Message Store





JBoss A-MQ Architecture
3.1.5.1 Messaging Interoperability
JBoss Fuse's messaging service supports AMQP 1.0 as mentioned above. AMQP defines an open-wire protocol for messaging interoperability. Born out of a collaboration between major messaging vendors and end-user organization, AMQP allows an enterprise to deploy various distributed messaging solutions to respond to evolving business requirements.
3.1.5.2 Topic and Queue-Based Messaging
JBoss Fuse's messaging service supports the two messaging domains defined in the JMS 1.1 specification.
· Point-to-Point (PTP)
PTP messaging uses queue destinations. Producers are referred to as senders, and consumers are referred to as receivers. Messages are sent and received either synchronously (producer waits until the broker acknowledges receipt of messages) or asynchronously. The queue stores all messages until they either
 expire or are retrieved by a receiver.

Each message dispatched to a queue is delivered only once to only one receiver. The receiver is responsible for acknowledging receipt of a message. Messages are delivered to the next available, registered consumer, so distribution flows across consumers in a quasi round-robin fashion.
· Publish/Subscribe (Pub/Sub)
Pub/Sub messaging uses topic destinations. Producers are referred to as publishers, and consumers are  referred to as subscribers. Topics typically have multiple subscribers concurrently registered to receive messages from it. Messages are sent and received either synchronously (producer waits until the broker acknowledges receipt of messages) or asynchronously.

Any message dispatched to a topic is automatically delivered to all of the topic's subscribers. Topics do not store messages for subscribers, unless explicitly told to do so by the subscriber registering as a durable subscriber. When a disconnected durable subscriber reconnects to a topic, the message broker delivers all unexpired messages due it.
3.1.5.3 Request/Reply Messaging
JBoss Fuse's messaging service supports the request/reply messaging paradigm, which provides a mechanism for a consumer to inform the producer whether it has successfully retrieved and processed a message dispatched to a queue or a topic destination.

The request/reply mechanism implements a two-way conversation in which a temporary destination is typically used for the reply message. The producer specifies the temporary destination, and the consumer identifies the request message to which the reply corresponds.

3.1.5.4 Persistent/Non-Persistent Messaging
JBoss Fuse's messaging service supports persistent and nonpersistent messages. Persistent messaging ensures no message is lost due to a system failure, a broker failure, or an inactive consumer. This is so because the broker always stores persistent messages in its stable message store before  dispatching them to their intended destination. However, this guarantee comes at a cost to performance because persistent messages are sent synchronously—producer blocks until broker confirms receipt and storage of message— and writes to disk, typical for a message store, are slow compared to network  transmissions.

Nonpersistent messages are significantly faster than persistent messages, but they can be lost when the system or broker fails or when a consumer becomes inactive before the broker dispatches the messages to their destination.
3.1.5.5 JMS Transactions
JBoss Fuse's messaging service supports JMS transactions that occur between a client and broker. A transaction consists of a number of messages grouped into a single unit. If any one of the messages in the transaction fails, the producer can rollback the entire transaction, so that the broker flushes all of the transacted messages. If all messages in the transaction succeed, the producer can commit the entire transaction, so that the broker dispatches all of the transacted messages.

Transactions improve the efficiency of the broker because they enable it to process messages in batch. A batch consists of all messages a producer sends to the broker before calling commit(). The broker caches all of these messages in a TransactionStore until it receives the commit command, then dispatches all of them, in batch, to their destination.
3.1.5.6 Persistent/Non-Persistent Messaging
JBoss Fuse's messaging service supports XA transactions that occur between a client and broker.

XA transactions work similarly to JMS transactions, except XA transactions use a two-phase commit scheme and require an XA Transaction Manager and persistent messaging. This is so because the broker is required to write every message in an XA transaction to a persistent message store, rather than caching them locally, until the producer calls commit(). XA transactions are recommended when you are using more than one resource, such as reading a message and writing to a database.

3.1.5.7 Connectivity Options
JBoss Fuse's messaging service provides a variety network protocols that enable producers and consumers to communicate with a broker:
· Extensive Messaging and Presence Protocol (XMPP)—Enables instant messaging clients to communicate with the broker.
· Hypertext Transfer Protocol/Hypertext Transfer Protocol over SSL (HTTP/S)—Favored protocol for dealing with a firewall inserted between the broker and its clients.
· IP multicast—Provides one-to-many communications over an IP network. It enables brokers to discover other brokers in setting up a network of brokers, and clients to discover and establish connections with brokers.
· New I/O API (NIO)—Provides better scalability than TCP for client connections to the broker.
· Secure Sockets Layer (SSL)—Provides secure communications between clients and the broker.
· Streaming Text Oriented Messaging Protocol (STOMP)—A platform-neutral protocol, it supports clients written in scripting languages (Perl, PHP, Python, and Ruby) in addition to clients written in Java, .NET, C, and C++.
· Transmission Control Protocol (TCP)—For most use cases, this is the default network protocol.
· User Datagram Protocol (UDP)—Also deals with a firewall inserted between the broker and its clients. However, UDP guarantees neither packet delivery nor packet order.
· Virtual Machine (VM)—Provides connection between an embedded broker and its clients.

3.3 Development and Deployment
3.3.1 Development Tool – IDE
JBoss Fuse IDE is an eclipse-based development tool for developing JBoss Fuse applications and is available either as a standalone binary or as an eclipse plug-in. Using JBoss Fuse IDE, MAMPU Development Team can quickly migrate or create new Fuse projects with the built-in project wizard and then edit Apache Camel routes with the drag-and-drop graphical UI as shown below.
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Figure 3-5: JBoss Fuse IDE

The key capabilities of JBoss Fuse IDE are:
· Graphical, Eclipse-based UI allows developers to rapidly connect systems 
· Use Gregor Hohpe’s Enterprise Integration Patterns (EIPs) as a standard notation

· Import existing routes

· Validate routes
· Trace messages as they flow through routes

· Complete Lifecycle IDE
· Built in debugging
3.3.2 Deployment
The JBoss Fuse container is a flexible container that provides MAMPU with a variety of different deployment models that it can choose from based on its needs :

 FAB (Fuse Application Bundle) deployment, WAR (Web Archive) deployment, and OSGi (Open Services Gateway initiative) bundle deployment as shown in the architecture below. The container is also integrated with Apache Maven, so that required artifacts can be downloaded and installed dynamically at deploy time.
[image: image8.png]<<OSGi bundle>>

JBoss Fuse
rider-auto-frontend

JBoss Fuse

rider-auto-backend

rider-auto-broker

— r | > ;
XML <0 <<0SGi bundle>> b«OSGI
undle>>
SOAP/HTTP Request POJO
Reply > order
queue %
Y
CSV Translator _n BackEnd
. . —_—
incomingOrders :/;

queue [ < (F— Impl Bean
y S T
| Content-based j |
<<0SGi bundle>> ! router > !
| |
| XML Translator |
M ! |
XML, = : |
csv | |
File Consumer : :
| |
| |
| T
| |
| |
1 |

JBoss A-MQ





OSGi bundle
An OSGi bundle is a JAR file augmented with metadata in the JAR's META-INF/MANIFEST.MF file. Because the jBoss Fuse container is fundamentally an OSGi container, the OSGi bundle is also the native format for the container. Ultimately, after deployment, all of the other deployment unit types are converted into OSGi bundles.
Fuse Application Bundle, FAB
A Fuse Application Bundle (FAB) is a Fuse-specific deployment unit optimised for the JBoss Fuse container. They are a plain JAR built using the Apache Maven. FABs address some of the issues such as dependency resolution and class-loader conflicts. The FAB deployer in JBoss Fuse scans the metadata in the POM and automatically downloads any dependencies needed by the bundle.
WAR
A Web application Archive (WAR) is the standard archive format for applications that run inside a Web server. As originally conceived by the Java servlet specification, a WAR packages Web pages, JSP pages, Java classes, servlet code, and so on, as required for a typical Web application. More generally, however, a WAR can be any deployment unit that obeys the basic WAR packaging rules (which, in particular, require the presence of a Web application deployment descriptor, web.xml).
JBI service assembly
A Java Business Integration (JBI) service assembly is the basic unit of deployment for JBI applications.
3.4 Operation and Administration Management
Given the proposed New Integration Platform uses JBoss Fuse, new operation management tools are introduced here. This section describes the detail of each of these tools in addressing standard I.T. operation requirements.
3.4.1. Securing New Integration Platform
In the JBoss Fuse’s OSGi container, it is possible for MAMPU to deploy applications supporting a variety of security features. 
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JBoss Fuse Security

Above is an overview of the security infrastructure that is used across the container and is accessible to all bundles deployed in the container. This common security infrastructure currently consists of a mechanism for making JAAS realms (or login modules) available to all application bundles. 

Component-aspects of security can be implemented separately in each of the JBoss Fuse components:-
1. Apache ActiveMQ 
2. Apache Camel

3. Apache CXF

Apache ActiveMQ Security
The main security features supported by Apache ActiveMQ are the SSL/TLS security layer and the JAAS security layer. The SSL/TLS security layer provides message encryption and identifies the broker to its clients, while the JAAS security layer identifies clients to the broker. The underlying SSL/TLS implementation is provided by the Java Secure Socket Extension (JSSE) and is configured via the configuration file or set by programming while the broker's JAAS security is integrated with the OSGi Container's JAAS security in which it is deployed in.

Apache Camel Security
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As seen from the diagram above, the following options for securing messages within Apache Camel :
· Endpoint security—part (a) shows a message sent between two routes with secure endpoints. The producer endpoint on the left opens a secure connection (typically using SSL/TLS) to the consumer endpoint on the right. Both of the endpoints support security in this scenario. With endpoint security, it is typically possible to perform some form of peer authentication (and sometimes authorization).

· Payload security—part (b) shows a message sent between two routes where the endpoints are both insecure. To protect the message from unauthorized snooping in this case, use a payload processor that encrypts the message before sending and decrypts the message after it is received. A limitation of payload security is that it does not provide any kind of authentication or authorization mechanisms.

Apache CXF Security
In Apache CXF, the communication channel with the Web Services are usually HTTP/S. To provide a secured channel, HTTP uses SSL/TLS security, a combination usually referred to as HTTPS, to achieve this. HTTPS security can be configured by specifying settings in the configuration files. A basic prerequisite for using SSL/TLS security is to have a collection of X.509 certificates available to identify server applications and, optionally, to identify client applications.
WS-* and related Specifications Supported are as followed:

· Basic support: WS-I Basic Profile 1.1

· Quality of Service: WS-Reliable Messaging

· Metadata: WS-Policy, WSDL 1.1 - Web Service Definition Language
· Communication Security: WS-Security, WS-SecurityPolicy, WS-SecureConversation, WS-Trust (partial support)
· Messaging Support: WS-Addressing, SOAP 1.1, SOAP 1.2, Message Transmission Optimization Mechanism (MTOM)
3.4.2 Administering and Managing EAI Platform using JON
JBoss Operations Network (JON) is an integrated management platform that simplifies the development, testing, deployment, and monitoring of MAMPU’s application life-cycle. JON provides management of JBoss software and the applications that run on them. The JBoss ON server with its Inventory, Administration, and Content modules helps catalog, manage, and maintain your applications. The JBoss ON Monitoring module provides an integrated view of yours JBoss Middleware infrastructure, JBoss Middleware applications, operating system, and web tiers. Altogether, JBoss ON server, agents, and modules provide you with an end-to-end application management solution. 
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JON Capabilities
The JBoss ON Server is the command center for managing your JBoss Middleware environment. The JBoss ON Server table scan provides a rich AJAX-based graphical interface as your management console. The JBoss ON Server acts as the central messaging bus for all monitoring, inventory, and control events with full audit capabilities. It also manages the triggers and actions used for alerting.  JBoss ON Server provides: 

•
 Custom dashboards 

•
 User logins authenticated through LDAP 

•
 Roles for fine-grained administrative access control 

•
 Server API spans across all supported modules 

•
 Remote API accessible via SOAP and Java clients 

•
 Extensive secure CLI support 
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JON User Interface Example
3.4.2.1 Administration module 
The Administration module provides a single location for performing key control functions. Functions can be ordered, initiated on-demand, or scheduled for a later time for logical groups of components. And an audit trail ensures that you'll know whenever any administration functions take place and by whom. The Administration module provides many features, including: 
•
 The capability to start, stop, and re-start applications across the JBoss Middleware platform 

•
 Low-level access to all configuration files, individually or as groups 

•
 Operations can be triggered by events 

•
 Versioning for configuration files 

•
 Schedule operations in parallel or in serial (rolling) format 
•
 Roll-back to previous versions 
3.4.2.2 Inventory module 
The Inventory module catalogs IT assets spanning platforms (Linux, HP-UX, Solaris, Windows, AIX), servers (JBoss EWS, EAP, Fuse, SOA-P), and services (EJB, Message Driven Beans, data sources, ESB services). A central repository of resources that JBoss ON manages and monitors is generated from information collected by the agents. Creation of logical topologies made up of resources can now provide improved visibility and control of your business applications (versions and dependencies).  The Inventory module allows: 
•
 Auto-discovery by agent or manual discovery options 

•
 Discovery by file scan, registry scan, or process table scan 

•
 Resources organized in logical groups and logical topologies 

•
 Dynamic resource groups based on rules 
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JON Components Overview 
3.4.2.3 Content module 
The Content module pro-actively notifies subscribers of new patches and software updates relevant to their environment. Updates can now be handled in a much more organized and timely manner through scheduling and version control. And all activities can be audited for compliance purposes. With Content module: 
•
 Updates can be reviewed, rejected, or applied 

•
 Updates can be applied to individual components 

•
 Version control and roll-back for application deployment 
3.4.2.4 Monitoring module 
JBoss ON's monitoring solution has advanced monitoring capabilities for the complete line of JBoss Middleware products, related operating system, and web-tier resources. The JBoss ON Monitoring module allows you to improve the operational efficiency of your JBoss Middleware infrastructure. You can identify issues before your customers tell you about them, predict potential problems before they even occur, and pinpoint the exact cause for the issue more quickly and accurately. All in all, you can minimize downtime and the costs associated with downtime like lost revenue and unsatisfied customers. The monitoring module is fully integrated within the larger JBoss ON platform and is constantly building and updating a model of behavior for each and every measurement collected by the agents. This allows you to define alerts relevant to the actual behavior of your infrastructure. Baselines detect out-of-band problems, allowing you to quickly identify resources that require attention. In addition, this provides a historical view of what was happening at the time of the fault. JBoss ON Monitoring allows you to define alerts based upon pre-defined thresholds and, if desired, automate control actions to correct faults. Graphing and charting capabilities like trend analysis are also included. A full audit trail of alerts is maintained for compliance purposes. The Monitoring module provides: 
•
 Pre-selected, configurable, and custom statistics 

•
 Alerts (currently SMTP/email alerts) 

•
 Configurable data storage 

•
 Initiate control actions on alerts 

•
 Baseline measurements and problem detection 

•
 Full alert audit trail 

•
 File system monitoring 
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