SULIT 		                                            LAMPIRAN D-7

	NON-FUNCTIONAL REQUIREMENTS

	No.
	Requirements
	Compliance (Please √ to Indicate Comply or Not Comply)
	Comment (Specify Pages in The Suggestion/Other Supporting Documents To Support Your Statement)

	
	
	Yes
	No
	

	D-7-1
	APPLICATION GENERAL REQUIREMENT:

	D-7-1-1
	Provide Functional Specifications, User and Training manuals. 
	
	
	-SPB will be provided a complete and multiple languages functional specifications, user and training manuals.

	D-7-1-2
	Provide Business Process Relationship Diagrams for SPB solutions
	
	
	-A presentation of a complete Business Process Relationship Diagram will be provided as our solution for SPB users while using it or upcoming issues.

	D-7-1-3
	Provide Entity Relationship Diagrams and Data Flow Diagram for SPB solutions 
	
	
	-help developer to maintain & understand the relation attaches to another entity.
-Recognized the user or admin in order to maintain & use the system

	D-7-1-4
	Provide link to reference documents such as Standard Operating Procedures (SOPs) and ISO Quality Procedures (QP) for user’s access to online help. 
	
	
	A link will be provided in the interface of the SPB where user can click and refer to SOPs & QP to access to online help

	D-7-1-5
	The Tenderer shall develop a system that easy to implement and easy to maintain.
	
	
	-Normal programming languages are using to develop the system
-All the programming codes are standardize and easy to understand.

	D-7-1-6
	The Tenderer shall develop a system that is configurable and customizable.
	
	
	-SPB is an updated system and it will be updated based on request changes.
-All the programming codes are standardize and easy to understand.

	D-7-2
	SPB APPLICATION ENVIRONMENT

	D-7-2-1
	The Tenderer shall develop a system that is user friendly and easy to use
	
	
	-Help user to use SPB without hesitation
-Use non-account basic as a tester

	D-7-2-2
	The system shall support World Wide Web Consortium (W3C)
	
	
	· SPB will follow W3C standard hat has the unprecedented potential to enable developers to build rich interactive experiences, powered by vast data stores, that are available on any device.

	D-7-2-3
	Ability to function as a fully integrated solution in a workflow environment 
	
	
	-SPB is a full set system that is functioning as a fully integrated solution in a workflow environment and developed to help users finish their work as needed.

	D-7-2-4
	Ability to access the application modules through the SPB WebApps and Web Portal. 
	
	
	-Make user get access to the SPB without any limitations
-1 time installation
-User may access to SPB using their own account/ID

	D-7-2-5
	Ability to support and handle multiple foreign currencies with user maintainable exchange rates. 
	
	
	-There are some transactions/ business may works throughout Malaysia, so it will easily to be used as it will automatically convert the amount accordingly.

	D-7-2-6
	Ability to support multiple languages (eg. Bahasa Malaysia, English, etc) 
	
	
	-Malaysians are multi-races but not all them have a good knowledge in BM/BI

	D-7-2-7
	The proposed solution shall be accessible through, but not limited to the following channels:
	
	
	

	
	SPB Webpage website link
	
	
	-SPB is a system that will be developed by using a webpage as a medium to access to the system. It also will be supporting by another apps to bring the best performance for the user to use the system.

	
	Mobile Apps (Android and IOS)
	
	
	-SPB will also be supported by Mobile Apps which it will allow user to access to the system remotely by anywhere or whenever they want. Through the MobileApps also it will prevent users getting access to the system wihout any securities which means it will allow the user to access the system by fully security covered.

	D-7-3
	DATA ENTRY

	D-7-3-1
	Ability to allow access to various modules using the same username and password (single sign-on or single point of access)  
	
	
	-Allow multiple user to access at one time using the system
-The system will put a user access setter where the administrator will allow user to access any modules by just clicking the button

	D-7-3-2
	Ability to create, delete, edit, read, and update
	
	
	-Users will have the ability to create, delete, edit, read & update which they can do whenever theey want but it depends on the transaction & situation.

	D-7-3-3
	Ability to prompt alert, notify on screen error or unsaved entry, credit and debit imbalance
	
	
	-It is necessary because if there any mistakes they made must be notified just to avoid misconducted

	D-7-3-4
	Ability to save, cancel, undo, re-do entry, print preview and print, post
	
	
	-User can do all those activities because mistakes happen often

	D-7-3-5
	Ability to provide auto list, auto text complete, last text used for data entry, auto correction (dictionary), 
	
	
	-It will shows recent or frequent

	D-7-3-6
	Ability to provide calendar, calculator, entry clocking
	
	
	-Will ease and save time
-Done the job by just a click, no need to type any dates
-Most of the transactions are auto calculate

	D-7-3-7
	Ability to search, copy, paste entry, re-entry
	
	
	-works become more productive
-lots of time will be saved
-duplications of the transaction are provided where it will reduce time and ease works if the transactions are same.

	D-7-3-8
	No restriction for data/text field limit (apply to data entry and printing)

	
	
	-Few parts will have restriction
-Any requests can be considered as it is demanded by the user.

	D-7-4
	DATA ACCESS 

	D-7-4-1
	Ability to switch to different programs and sub-modules without interrupting the existing application that is running. 
	
	
	-New tab will be opened for a different program
-New form will be pop-up for any new details to be key-in.

	D-7-4-2
	Ability to allow multiple user access with no interruption to system processing. 
	
	
	-Large memory spaces & high spec of RAM will be provided to process & store the data.
-All parts of transactions will be contained by an indexing file which it will allow the system processing smoothly.

	D-7-4-3
	Ability to broadcast messages to users. E.g. provide notice to all users that the main server will be shut down in 5 minutes 
	
	
	-The system will be automated with some readers, which it will notify users, whatever things happened to the main server.

	D-7-5
	TRANSACTION VALIDATION AND MANAGEMENT

	D-7-5-1
	Ability to indicate which fields are mandatory and optional, and able to prompt users in advance for required data. 
	
	
	-It is necessary for each system to cater all details needed and the system will notify users to fill the details that is mandatory or optional.

	D-7-5-2
	Ability to perform validation on numeric / alphanumeric input. 
	
	
	-All factors will be considered for each form and it will perform the validation on the necessity. 

	D-7-5-3
	Ability to prompt error messages that indicate the nature of the error and the field that is in error and possible solutions. 
	
	
	-The system will be automated with some error detector and it will trace error occurred and messages will be prompted.

	D-7-5-4
	Ability to save or hold transactions prior to posting. 
	
	
	-SPB will be 

	D-7-5-5
	Ability to provide online capability for the system administrator to: 
	
	
	

	
	a) Define the security and privacy of information. 
	
	
	

	
	b) Add, activate and deactivate users in the system. 
	
	
	

	
	c) Add, delete, and change the security profile of users. 
	
	
	

	D-7-5-6
	Ability to force logoff specific user ID 
	
	
	-Force logoff will be adapted to the system based on the requirements and issues but usually this force logoff process are functioning when the users are on idle or inactive in using the system.

	D-7-5-7
	Ability to have different levels of access within a system, e.g. by organization, department, functions, and users. 
	
	
	-Different levels of access can be done while the administrator will give and allow the user access based on the levels.

	D-7-5-8
	Ability to set maximum number of password login attempts. 
	
	
	-The system will be automated with this ability which it will set the maximum number of password login attempts and it will stop the user to enter any password or they have to wait within the period given. Otherwise, user will have to change or reset their password.

	D-7-5-9
	Ability to prevent passwords from being viewed or printed by any user including the system administrator. 
	
	
	-High security of the system will be high where it will count all aspects and it will also prevent passwords from being viewed or printed by any user.

	D-7-5-10
	Ability to generate change password reminders after a predefined interval from the date it was last changed. 
	
	
	

	D-7-5-11
	Ability to provide automatic log off of user ID after the user is idle for certain time period. Authorized users to be able to manually log-off other users for administrative purposes. 
	
	
	-Automatic logoff will be adapted to the system based on the requirements and issues but usually this force logoff process are functioning when the users are on idle or inactive in using the system for certain time period.

	D-7-5-12
	Ability to ensure system shall not provide any backdoor access that can be exploited and that will jeopardize the data integrity.
	
	
	-Any back door access will not be allowed and the database of the system itself will be putted the password to access the database. Or authorized person only will have the right to control and access the back door.

	D-7-5-13
	Ability to have session timeout capabilities and disallow multiple logon of the same user from different workstations simultaneously.
	
	
	-




	D-7-6
	PROCESSING CONTROL 

	D-7-6-1
	Ensure that records are not updated twice for same information after a transaction failure when some records have already been updated 
	
	
	-

	D-7-6-2
	Ability to sequentially number all transactions and to ensure that they are processed, rejected or updated. 
	
	
	-All transactions will be sequentially numbered and the number is auto-generate and cannot be re-used and all the number that have been used, some indicators will be labeled to the transactions based on what action have been done.

	D-7-6-3
	Ability to verify file versions before any processing (uploading) is allowed to be performed on the file. File version is updated whenever database back-ups are performed.
	
	
	

	D-7-7
	DATA SECURITY AND INTEGRITY 

	D-7-7-1
	Ability to allow data access only through the application data inquiry, update and printing processes, e.g. prevent data access from outside of the application. 
	
	
	

	D-7-7-2
	Ability to limit or disallow access to data directly by application user ID using third party tools. 
	
	
	

	D-7-8
	AUDITING 

	D-7-8-1
	Ability to register any attempts (successful and unsuccessful) to access restricted resources/information by: 
	
	
	

	
	a) User identification 
	
	
	-All users will have their own ID and use of the ID is to identify the user to use the system and register the transaction they use and trace the data they enter.

	
	b) Workstation 
	
	
	-Workstation can be trace through the IP of the workstation they use when using the SPB

	
	c) Date and time (clocking)
	
	
	-The system will get the exact date and time of each transaction created and it will be stored in database.

	
	d) Application assessed
	
	
	-The system will be adapted with the log data where it will note down each application has been assessed from where and when it has been assessed.

	D-7-8-2
	Availability of computer assisted audit tools. 
	
	
	-The system will be adapted with the log data where it will note down each application has been assessed from where and when it has been assessed.

	D-7-8-3
	Ability to maintain audit trail for tracking modifications through the system showing who create/modify the information, who authorized the changes, when is the information modified and from which department the information is accessed. 

	
	
	-The system will be adapted with the log data where it will note down each application has been assessed from where and when it has been assessed.

	D-7-8-4
	Ability to maintain on-line audit trail for a specified period (defined by users) of time before being archived/purged. 
	
	
	-The system will be adapted with the log data where it will note down each application has been assessed from where and when it has been assessed.

	D-7-8-5
	Ability to produce security audits report for management review.
	
	
	

	D-7-8-6
	Ability to capture User ID, date and time of changes made the old and new value of key business parameters changed and if possible the IP address of the user making the changes.
	
	
	

	D-7-8-7
	Audit trail capabilities to track user activities, operation done on database.

	
	
	

	D-7-9
	DOCUMENT FORMATTING 

	D-7-9-1
	System provides facility for creation and maintenance of user-definable document formats or preprinted document formats such as cheque, vouchers, receipts, purchase orders, credit note and debit note. 

	
	
	

	D-7-9-2
	System provides option for documents generated to be viewed online before submission for printing.  

	
	
	-Before the documents proceed for printing, there is a button that user must click and view the report first before printing. It is because the system wants to reduce the wastage of paper and all corrections can be made before printing.

	D-7-9-3
	System allows documents to be printed in the background without interruption to the online session of user. 

	
	
	

	D-7-10
	GENERATING REMINDERS AND ESCALATION 

	D-7-10-1
	Provide user-defined and editable reminders based on scenario and schedule of file administration. 
	
	
	

	D-7-10-2
	Ability of system to schedule generation of notifications to customers upon time-sensitive occurrence of a particular file administration scenario (including hardcopy, online and mobile) 
	
	
	

	D-7-10-3
	Ability of system to trigger a mechanism to track status of file accounts.  
	
	
	

	D-7-10-4
	Ability of system to detect accounts that have been dormant / inactive when auto-generating notification to all accounts. 
	
	
	

	D-7-10-5
	Ability of system to escalate any pending actions or approvals to designated individuals 
	
	
	

	D-7-10-6
	Ability to track time and date receipt of action taken by approvers.  
	
	
	

	D-7-11
	REPORTING 

	D-7-11-1
	Ability of system to print reports and letters generated by the system. 
	
	
	-A button will be created with a printer logo where it will enable user to directly print the documents.

	D-7-11-2
	Ability of system to support automatic delivery of information based on a schedule. 
	
	
	-Date and the retriever are the main detail that is important to implement this action and SPB will be added few functions to other details to allow the information delivered based on a schedule.

	D-7-11-3
	Ability to provide reporting tools to extract, collate and transform user defined data and customize reports for business analysis purposes 
	
	
	-A few software will be joined together where it will allow the user to extract, collate, transform and customize the reports for business analysis purposes.

	D-7-11-4
	Ability to support automatic delivery of reports through email based on schedule 
	
	
	

	D-7-11-5
	Ability to organize reports into user defined folders. 
	
	
	-This would be our added value which it will run all the reports to be organized into the user defined folders.

	D-7-11-6
	Ability to generate user-customized reports. 
	
	
	-A customization of reports will be adapted to the SPB which it will allow users to do the alignment of the reports.

	D-7-12
	IMAGING 

	D-7-12-1
	Include scanning control software that supports and controls the scanning process, receives the file from the scanner, displays the image for quality control, compresses the image, and permits automatic extraction of index data and other designated fields on the document plus manual keying. 
	
	
	SPB will include scanning control software that  can do all the requirements needed.

	D-7-12-2
	Allows automatic and single sheet feeding of multiple-size documents in simplex or duplex mode. Also allows input of documents as either single sheets or batches. 
	
	
	Noted. SPB will support the requirement provided.

	D-7-12-3
	Ability to allow indexing of scanned records on either a batch or single image basis. 
	
	
	SPB will support indexing of scanned records in either a batch or single image.

	D-7-12-4
	Ability to accept only non-proprietary digital image file format. All scanned data must be stored in a format that is accessible by any standard image viewer on a Windows PC. 
	
	
	SPB will have the ability to accept onle non-proprietary digital image file format.

	D-7-12-5
	Ability for report writing functionality to integrate with standard office suite application (e.g. spreadsheet, word processing and presentation).
	
	
	Noted. The new SPB will have the ability to integrate with standard office suite.

	D-7-12-6
	Ability to search and retrieval of the scanned images from within the application across all indexes. Also allow printing of the retrieved images.
	
	
	Noted. SPB will support the requirement provided.

	D-7-13
	WORKFLOW 

	D-7-13-1
	Ability to provide workflow solutions for user-defined scenarios based on pre-defined criteria to enable approval and escalation of files. 
	
	
	Workflow solutions for user-defined scenarios based on pre-defined criteria will  be provided.

	D-7-13-2
	Ability to route transaction based on user-defined rules and criteria which are set by the system administrator. 
	
	
	-The system administrator will be allowed to set the route of the transaction based on the user-defined rules and criteria by doing the setting in the user access right.

	D-7-13-3
	Ability to send e-mail notification with customizable content to transaction users. 
	
	
	-SPB will provide a function which it will allow user to send e-mail notification with customizable content which it will acknowledge user what is the transaction all about.

	D-7-13-4
	Ability to send a customizable e-mail notification to the required user if a transaction has not been opened or processed in a predetermined time. 
	
	
	-SPB will be provided few settings which it will allow user to check the status of the transaction and send e-mail or notification to the required user in a predetermined time.

	D-7-14
	INFORMATION QUERYING, REPORTING AND SHARING

	D-7-14-1
	Ability to allow quick search. 
	
	
	-Each module will have a search space where it allows user to search specifically in the module itself. On the header of the SPB will have a space for user to search what they want and result will be appearing once any similarities are matches.

	D-7-14-2
	Ability to allow partial queries or "wild card" functionality in query fields. 
	
	
	SPB will have the function that allow partial queries or "wild card" functionality in query fields.  

	D-7-14-3
	Ability to allow drill down from summary results to detailed transactions and drill up from detail transactions. 
	
	
	SPB will have the abiity that allow drill down from summary results to detailed transactions and drill up from detail transactions.

	D-7-14-4
	Ability to generate report in industry-standard and open-source-standard data formats.
	
	
	-SPB will be adapted with few reports that required by the industry-standard and open-source-standard data.

	D-7-14-5
	Ability to allow mass or batch printing of multiple reports, instead of one by one, by authorized users. 
	
	
	-SPB will have few interfaces before user creates new transaction. On the interface, there will be some list of the transaction and there will be a button that will allow user to print reports by mass or batch, instead of one by one.

	D-7-14-6
	Ability to provide facility to allow queries and reports to be routed to choice of designated network printers as defined by user. 
	
	
	-

	D-7-14-7
	Ability to provide facility to allow data, queries and reports to be easily imported or exported using industry-standard and open-source-standard data formats such as spreadsheet, word processing, text and XML. 
	
	
	- SPB will be adapted with few reports and queries that required by the industry-standard and open-source-standard data formats and all of the above can be imported and exported from a few data formats.

	D-7-14-8
	Ability to provide search results in a listing and ranked based on relevance. 
	
	
	-Each module will have a search space where it allows user to search specifically in the module itself and it will listing all search results and it can be rank based on the relevance. On the header of the SPB will have a space for user to search what they want and result will be appearing once any similarities are matched and listing all search results and it can be rank based on the relevance.

	D-7-15
	EXTENSIBILITY / FLEXIBILITY

	D-7-15-1
	The Tenderer shall ensure that the system provided has the following (but not limited to) extensibility / flexibility requirements:
	
	
	[bookmark: _GoBack]-Noted. SPB will complete all the requirement required.

	D-7-15-2
	SPB solution shall be extensible in order to address future functionality and changes without having to be completely rewritten.
	
	
	- In order to address future functionality and changes without having to be completely rewritten, SPB solution will be extensible.

	D-7-15-3
	The architecture shall be innovative and flexible enough to accommodate related technological changes that could be leveraged in the future.
	
	
	-SPB developed with an understandable programming language which it is easy to understand and more improvements can be done by continueing its standards. The interface also interactive like other SAGA compliance and the modules itself already complete but still it will enable developer to develop or adapt another technologies in it. 

	D-7-15-4
	Additional channels of information delivery should be supported in the future with no significant changes to the architecture.
	
	
	-Few channels of information delivery have been decided to be used to support any issues in the future such as using the Teamviewer software and tawk.to. 

	D-7-16
	PERFORMANCE

	D-7-16-1
	The Tenderer shall ensure that the system provided has the following (but not limited to) performance requirements:
	
	
	

	
	a) Each transaction shall be completed on average within fifteen (15) seconds.
	
	
	The transaction will not take a long time, but to save the transaction, it will take a few seconds for processing it. 

	
	b) During the Pilot implementation, the system shall be capable of handling an estimated 1000 concurrent users without sacrificing system response time.
	
	
	Identify
-Problems that may happens in using SPB
-Response time while using SPB
-Network traffic

	
	c) Stress tests shall be conducted to ensure performance.
	
	
	-If the transactions key-in are many, it must not be misplaced
-All view appeared in a short time
-All data key-in must be processed accordingly

	D-7-17
	USABILITY

	D-7-17-1
	The Tenderer shall ensure the Web Portal and WebApp application comes with a Help index in the form of the following (but not limited to):
	
	
	

	D-7-17-2
	The Tenderer shall ensure that the timeouts should be implemented for the overall session expiry based on selected time period. E.g. If there is no input into any field for more than 5 minutes, or icons are not selected in that time period, the session expires.
	
	
	

	
	a) Tool Tips
	
	
	-

	
	b) Help Functions
	
	
	

	
	c) Mouse Over
	
	
	-SPB will be automatically signing out the user if the mouse is not moving based on selected time period. But if the mouse still move even just an inch within the selected period, the session will not getting the user signed out.
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