APLUS NETWORK KEYLOCK

INSTALLATION GUIDE

(For Window 7 and above)



Aplus NetROCKEY4ND Installation

Connect NetRockey4ND keylock into computer USB port.
Please wait for Windows detect and complete installing driver automatic itself.
Run NetRockey4ND Service setup. Click Install button to start install.
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Remark :
After installation completed, NetROCKEY4ND Service (FTSafe Net Rockey4ND Service) will auto run us services on your windows
startup. (Start > Setting > Administrative Tools > Services)

* You can Start/Stop/Display/Re-Install/Remove NetROCKEY4ND Service on your Start Menu.
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File  Action  Wiew Help
€5 | W FER2E > I »
@ Services (Local)

FTSafe Net Rockey4ND Service Mame / I Description I Status I Skartup Type I Log on As I ﬂ

DZOM Server Process Launcher Pravides launch Functi,..  Started Aukarnatic Lacal System

Stop the service %DHCP Client Manages nebwork con...  Started Automatic Local System

Restart the service %Distrihuted Link. Tracking Client tMaintains links betwee. .. fanual Local System

%Distributed Transaction Coordin.,, Coordinates transacti... Marual Metwark 5.,

Description: %DNS Clignt Resolves and caches ... Started Aubommatic Metwark 5.,

W Bkt ] e e %Error Reparting Service Allows error reporting ... Disabled Local System

%Event Log Enables event log mes.., Started Automatic Local System

%Extensible Authentication Pratoc... Provides windows clie. .. Manual Lacal System

%Fast User Switching Compatibility — Provides management. .. fanual Local System

H s h Automatic Local 5y 1

%Health Key and Certificate Mana... Manaqges health certifi... Manual Lacal System

%Help and Support Enables Help and Sup... Disabled Local System

%HTTF‘ 551 This service implement... fanual Local System

%Human Intetface Device Aocess Enables generic input ... Disabled Lacal System

%IMAPI CD-Burning COM Service Manages D recordin. .. fanual Local System

%Indexing Service Indexes contents and. .. fanual Local System

%IPSEC Services Manages IP security p... Tarual Local System

%iZHost iZHosk for biometric sc...  Started Aubomatic Local System

%Java Quick Skarker Prefetches JRE files f... fanual Local System

%Logical Disk Manager Detects and monitars .., Started Automatic Local System

%Logical Disk Managet Admiristrat, ., Configures hard disk d... Manual Lacal System
%Machine Debug Manager Supports local andre... fanual Local System LI
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NetROCKEY4ND Firewall Setting for Windows 7

For Main/ Server Computer only

1. Go to Control Panel on the Main Computer (Computer are connected with NetRockey4ND Keylock )

2. Double click on Window Firewall, click on the Advance Setting
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3. Click Inbound Rules and click New Rules
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4. Select Port and click Next

9 Mew Inbound Rule Wizard
Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type What type of rule would you like to create ?
@ Protocol and Ports
@ Action ) Program
@ Profile Rule that controls connections for a program.
@ MName @ Port
Rule that controls connections for a TCP or UDF port.
) Predefined:
Core Metworking
Rule that controls connections for a Windows experience.
() Custom
Custom nule.

Leam more about nle types

cBack [ Net> || Cancel

5. Select TCP and Specific local ports is 3152

o Mew Inbound Rule Wizard

Protocol and Poris
Specify the protocols and ports to which this rule applies.

Steps:

@ Ruls Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ) UDP

@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?

) Al local ports

@ Specific local ports: 3153
Bxample: 80, 443, 5000-5010

Leam more about protocol and ports

<Back || MNet> || Cancel




6. Select Allow the connection option

ﬂ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports i

) @ Allow the connection
T This includes connections that are protected with IPsec as well as those are not.
@ Profile )

() Alow the connection if it is secure

@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Leam more about actions

<Back || Net> || Cancel

7. Apply all Rules

ﬂ MNew Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply?

@ Protocol and Ports

@ Action Domain

& Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || Ned> || Cancel




8. Set the Name as Aplus Keylock

ﬂ Mew Inbound Rule Wizard
Name

Specify the name and description of this ule.

Steps:

Rule Type
Pratocol and Ports
Action

Profilz e
Aplus Keylock|

& & & & &

MName

Description {optional):

| <Back || Fnsh || Cancel |

Remark: In Windows 7 have to add Inbound Rules UDP, Outbound Rules TCP and Outbound Rules UDP also follow the steps
above.

If any third party Antivirus or Firewall program installed, please open the 3152 TCP and UDP port for
NetRockey4ND Services and set all permission for the Aplus program.



Clicfg.ini File Setting
In usually case, this file is setting well by default.

Clicfg.ini is a configuration file for the NetRockey4ND keylock. (No effect to the Rockey2 keylock)

1. Enable
This option must set equal to V.

2. Time Out
Time frame to seek for NetRockey4ND keylock on LAN. Default value is 2, for slow computer recommended set to 4.

3. SearchFlag
Setting to set searching mode. Default is 0. (Automatic mode)
Set to 1 for custom mode, user must define the IP address of computer are connected the NetRockey4ND keylock at the
search list.

4.  SearchList
Set the Main computer IP here for custom SearchFlag mode.

[ Clicfg.ini - Notepad i ]
File= Edit Faormat  Wiew Help
[Header] ;l

sign = RockeyClientHeader
Client configuration file.

[Caommon]
Enable=y
Timeout =2

;Time out wvalue. Unit. seconds. Default: 2.
searchrFlag =0
‘\\i search mode. O=automatic mode, 1=Custom mode, Z2=semi-automatic

[TCPUDP]
buseTcP =1
bhuseUupP =1

; Enakle TCP/ UDP protocol.  l=yves, O=NO.
TCPPOrt =3152
TCP port. Must be the same as the serwver.
3152 s a registered TCP port for MetROCKEY4.

UDPPOFT =3152
; UDP port. Must be the same as the server.
; 3152 s a registered UDP port for NetROCKEY4.
searchList =192.165.0.16, 1%2.1658.0.1, swordhud
;o search Tist.  used in custom or semi-automatic mode. IP address

[IPx]
hused =0

nable IPx protocol. 1s=ves, O=nHO.
IPXPOrT =3152
; IP® port. Must be the same as the server.
SearchList =00-A0-0C-13-0E-D2, 00-00-B4-B2-E0-7E
s Search Tist.  Used in custom or semi-automatic mode. MAC addres
mMaC address can be obtained with the command "nbtstat -a pc nam
[MetBio=]
hused =0
; Enable WetBios protocol. 1=vYes, 0O=NoO.
REegsrprame =FLHetserver
; Group name of serwvers. Default setting s FLMetserwver. It must
searchList=5erver, swordhui
; Search Tist. Used in custom or semi-automatic mode.  Serwver nam
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